NHO®OPMAILIMOHHAS ITAMSITKA JIJISI OBYUYAIOIIIVIXCS OB UTHO®OPMAIITMMOHHOI
BE30OITACHOCTU B CETU «<MUHTEPHET»

C KaXIbIM I'OJIOM MOJIOAEXM B MHTEPHETE CTAaHOBUTHCSI OOJIbINE, a IIKOJIbHUKUA OOHU U3
caMbIX AaKTMBHBIX TIIOJb30BaTesneii PyHera. Mexay TeMm, MOMMMO OTPOMHOIO KOJMUYeCTBa
BO3MOXXHOCTe, MHTepHeT HeceT M IMpo6jeMbl. DTa MaMsTKa JO/DKHA MOMOuYb Tebe 6e30macHo
HaXOOUThCSI B CETH.

KomnbroTepHbie BUPYChI

KoMImbioTepHbIl BUPYC - 3TO PAa3HOBUIHOCTb KOMITbIOTEPHBIX MPOrpPaMM, OTIUYUTETbHO
0COOEHHOCTbIO KOTOPO¥A SIBISIETCSI CITOCOOHOCTH K Pa3MHOKEHMIO. B TOMO/THEHME K 9TOMY, BUPYChI
MOTYT IIOBPeAUTb WIM TOJHOCTbIO YHUUYTOXUTb Bce daiiibl M JaHHble, IMTOOKOHTPOJbHbIE
TI0JIb30BaTENI0, OT MMEeHM KOTOPOTo ObljIa 3amylieHa 3apakeHHas IporpaMma, a Takke IOBpeIUTh
WU Jaxke YHUUYTOXKUTH OTNEepaloHHYI0 CUCTeMy O Bcemu (aiimamu B 1jesioM. B 60MbIIMHCTBE
cJIy4aeB pacIpoOCTPaHSIOTCSI BUPYChI Uepe3 MHTepHeT.

METO,ELIJI 3allIUThI OT BpedOHOCHBLIX ITPOrpamMmm:

1. Wcronp3yil cOBpeMeHHbIE OIlepalMIOHHbIE CUCTEMBI, MMEIOI/E CePbe3HbIl YPOBEHb
3alMThI OT BpeIOHOCHBIX IPOTrPaMM;

2. TlocTosiHHO YycTaHaBAuBai mauTu (IMdpoBble 3aIUIaTKM, KOTOpble aBTOMAaTUUYECKU
YCTaHaBAMBAIOTCS C 1IeJIbI0 IOPAOOTKY ITPOTpaMMbl) U Ipyrue OOHOBIEHMS CBOEN OnepalyiOHHOM
cuctembl. CKauMBail UX TOJMBKO ¢ oduumanbHOro caira paspaborumka OC. Eciau cyiecTByer
peXkMM aBTOMATHUYeCKOTO OOHOBJIEHMSI, BKJIIOUM €T0;

3. Paborait Ha cBOEM KOMIIbIOTEpE 1104, ITpaBaMM I10JIb30BaTeJ/Id, a HEe aAMWHUCTPATOPAa. 9TO
He ITO3BOJINT 6OJ'II)I_HI/IHCTBY BpeadJOHOCHBIX ITPOTPpaMM MHCTAJIMPOBATbLCA HAa TBOEM ITEPCOHAIBHOM
KOMIIbIOTEpE,

4. Vcnonb3yii aHTUBUPYCHbIE IPOTPpaMMHbIe IIPOAYKTHI M3BECTHBIX ITPOM3BOOMUTEJIEN, C
aBTOMAaTUUYECKMM OOHOBJIeHMEeM 0as3;

5. OrpaHqu (1)I/I3I/IquKI/H71 OOCTYII K KOMITbIOTEPY OJisd IOCTOPOHHUX JIUII;

6. Mcmonb3yii BHellIHMe HocuTenu uH@opmaliuu, Takume Kak diemika, AMCK win daia us
MHTEpPHETA, TOJIbKO 13 ITPOBEPEHHBIX CTOUYHUKOB;

7. He oTKpbIBait KOMITbIOTEpPHbIE (haiijibl, MOJyUYeHHbIE U3 HeHAeKHbIX MICTOUYHUKOB. [laske Te
daitnbl, KOTOpbIE PHMCAI TBOV 3HAKOMBI#. JIyullle yTOUHM y HETO, OTIIPABJISLI JiX OH Tebe UX.

Ceru WI-FI

Wi-Fi - 9T0 He By mepegauy JAHHBIX, HE TEXHOJIOIMS, a BCEro JIMIIb OpeH I, Mapka. Eie B
1991 romy HuaepiaHAcKas KOMITaHMSI 3apeructpupoBana 6pennm "WECA', uyTto 00603Hayaio
croBocovetanme "Wireless Fidelity”, KoTopblii TepeBoaUTCs Kak "6eCIIpoBOAHAS TOYHOCTD".

Jlo HaIllero BpeMeHMu AOIIIa Apyras abopeBuaTypa, KoTopast IBJISIeTCs TAKO JKe TeXHOJIOTHUEN.
1o ab6peBuaTypa "Wi-Fi". Takoe Ha3BaHMe ObIJIO JaHO C HAMEKOM Ha CTaHIAPT BbICIIEl 3BYKOBOJA
TexHuku Hi-Fi, 4To B mmepeBojie 03HauaeT "BbICOKAsI TOYHOCTD .



a, GecrlaTHbII MHTEPHET-IOCTYIl B Kade, OTeNSIX M adporopTax SIBASETCS OTIUYHON
BO3MOXKHOCTBIO BbIXOJIa B MHTepHET. HO MHOTMe 3KCIIepThl CUMTAIOT, UTO 001enocTymHble Wi-Fi
CEeTY He SIBJISIIOTCST 6e30MacHbIMMA.

CoBeTbl 110 6€30MaCHOCTY pabOThI B 001IeIOCTYITHBIX ceTssX Wi-fi:

1. He nmepemaBaii CBOIO JIMUHYIO MHGOpMaLMIo yepes obmenoctymnHbie Wi-Fi cetu. Paboras B
HUX, XeJlaTeJbHO He BBOAUTD MapoJiM AOCTYIIA, IOTMHBI M KaKyue-TO HOMepa;

2. Wcmonb3yii M OOHOBJISII aHTUBMPYCHbIE MporpamMMbl U OpaHaMayep. TeM caMbIM TbI
obe3oracuiib ce6st OT 3aKaYKy BUpPyca Ha TBOE YCTPOICTBO;

3. ITpu ucnionb3oBauuy Wi-Fi otkmoun dyHkuyio "O6muit gocTyn K daitaam U IpuHTepam”.
HanHast GyHKIMS 3aKpbITa 110 YMOJIYaHNIO, OJHAKO HEKOTOPbIE MTOIb30BaTe M aKTUBUPYIOT ee JIJ1s1
yno06cTBa MCIOJIb30BaHMs B paboTe min yuebe;

4. He ucnons3yii myoanaabiii WI-FI o1 rmepegaun TMUHbBIX JaHHBIX, HAIIPUMep JJISI BBIX0JA B
ColLaJIbHbIE CeTU UJIU B 3JIEKTPOHHYIO ITOUTY;

5. Vcnonb3yit TobKO 3ammuiieHHoe coenvHenme yepe3 HTTPS, a ue HTTP, 1.e. mpu Habope
BebO-agpeca BBOAM MMeHHO "https://";

6. B moouibHOM TenedoHe oTkaoun GpyHkumo "Tlogkmouenne Kk Wi-Fi aBTomaTtmueckn”. He
JIOITyCKaji aBTOMAaTUUECKOTO ITOAK/IIUYEHMS YCTpoiicTBa K ceTssm Wi-Fi 6e3 TBoero corsacusi.

ConanbpHblie ceTu

ColpanbHble CETU aKTUMBHO BXOMAT B HAIIy XKM3Hb, MHOTME JIIOJM PabOTaIOT U XUBYT TaM
TIOCTOSTHHO, a B Facebook yske 3aperncTprupoBaH MWIIMAP/I, UeJIOBEK, UTO SIBJISIETCS OJHO CeIbMOit
BCEX JKUTeJIei TIaHeTbl. MHOTMeE M0JIb30BaTeIM He TTOHMMAIOT, UTO MHGOPMAIVs, pa3MelleHHas
MMM B COLIMAJIbHBIX CETSIX, MOXeT ObITh HaiiieHa M MCII0b30BaHa K€M YrOAHO, B TOM UMCJIe He
00s13aTeNIbHO C 6JIaTMMM HaMepeHUSIMMN.

OcCHOBHBIE COBETHI IT0 0€30ITaCHOCTH B COMaJIbHBIX CETAX:

1. OrpaHnyb CIMCOK Apy3eil. Y Tebs B APy3bsIX HE JOKHO ObITh CIYYAHbIX ¥ HE3HAKOMbBIX
Joaen;

2. 3amnuinai cBOI YacTHYIO KM3Hb. He yKa3biBait maposu, TeaedoHbl, agpeca, JaTy TBOEro
POXIEHUS U HOPYIyl0 JUUYHYIO MHGOpMaIuio. 370yMbIIIIEHHUKM MOTYT MCIIOJb30BaTh [axke
MHGOpPMAaLMIO O TOM, KaK Thl ¥ TBOM POAUTENN TIaHUPYeTe TPOBECTU KaHUKYJIbI;

3. 3aluiian CBOx penyTanumio - 1ep>XKu ee B UUCTOTe 1 3a7aBan cebe BOITPOC: XOTeJ1 ObI ThbI,
YTOOBI Apyrue I10J1b30BaTeJIM BUAECTIN, UTO TbI 3arpy>1<aem1;? HO,Z[YMaI‘/JI, npexae 4yeM 4YTO-TO
OHY6J’II/IKOBaTb, HaIlincaTb " 3arpy3mnThb;

4. Ecu Tl TOBOPUIIIB C JIFOAbMM, KOTOPBIX He 3Haelllb, He MCII0JIb3yli CBOe pealbHOe UMS U
IPYTYIO TMUHYI0 MHDOpMAaLMA: MMSI, MECTO KUTEIbCTBA, MECTO yueObl 1 IIpouee;

5. M36erair pasmemennust ¢pororpaduit B IHTepHeTe, rae Thl M300pakeH Ha MECTHOCTH, I10
KOTOPOJi MOKHO OIPeIeIUTh TBOE MECTOIIOIOKEHIE;



6. IIpu peructpanumu B COIMATBHON CETU HEOOXOAMMO MCIIOJb30BaTh CJIOXKHBIE ITAPOJIH,
cocTosiue u3 6ykB 1 Mdp U ¢ KOAMUEeCTBOM 3HAKOB He MeHee §;

7. [N COIMAIBHOV CeTH, IOYThl M APYIMX CaiiTOB HEOOXOOMMO MCII0/JIb30BaTh pa3HbIe
naposu. Torma eciau TeOsT B3JIOMAIOT, TO 3JIOYMBIIIJIEHHMKM IIOJIYYAT HOCTYII TOJBKO K OJHOMY
MecCTY, a He BO BCe Ccpasy.

JJIEKTPOHHbIE JEeHbI'U

ONIeKTpOHHBbIE JE€HbIM - 3TO OYeHb YAOOHBIN CIIOCOO TIUIaTeKei, OMHAKO CYIIeCTBYIOT
MOIIIEHHUKM, KOTOPbIE XOTST MOJYYUTD 3TU JE€HbIU.

DJIeKTPOHHbIE HEHbIM IOSIBMIMCh COBCEM HEJaBHO M MMEHHO M3-3a 3TOr0 BO MHOTUX
roCyIJapCTBax 10 CUX ITOP He MPOIMCAHO PO HUX B 3aKOHAX.

B Poccunt ske oHM GYHKIMOHMPYIOT M O HUX Y)Ke TIPOIMCAHO B 3aKOHe, Ie UX pasfesisioT Ha
HECKOJIbKO BUIOB - aHOHMMHbBIE ¥ He aHOHMMHbIe. PasHuila B TOM, YTO aHOHMMHBIE - 3TO Te, B
KOTOpbIX paspeliaeTcss MNPOBOOUTL omepanuu 6e3 wuaeHTUdUKALMM TI0Ab30BaTeNss, a B
HeaHOHMMHBIX UIeHTUdUKALMS TT0JIb30BaTeJ IS SIBJISIeTCs 00s13aTebHOIA.

Taxke ciemyeT pasauMuaTh 2JIeKTPOHHble ¢GuaTHble OeHbrM (paBHBI TOCYAapCTBEHHBIM
BaJIIOTaM) U 3JIeKTPOHHbIe HeduaTHbIe JeHbI'M (He PaBHbI FOCYJapCTBEHHBIM BaJIIOTAM).

OcHOBHbIE COBETHI 110 6e30MacHO pa60Te C 3JIEKTPOHHBbIMU OEHbIaMM:

1. TIpuBSKM K cueTy MOOWMIbHBIN TenedOH. DTO CaMblii yIOOHBI M OBICTPBIA CIIOCOO
BOCCTAaHOBUTb JOCTYIT K cueTy. I[IpuBsS3aHHBIN TenedOH IIOMOXET, eciau 3a0ymellb CBOJA
TUIATEXXHBIN M1apoJib UK 3aielllb Ha CAlT C HEe3HAKOMOTO YCTPOCTBA;

2. Victionb3yit omHopa3oBbie maposn. [locse mepexona Ha yCUJIEHHYIO aBTOpU3alnio Tebe yxe
He OyZeT yrpoXkaTh OMACHOCTb Kpasky MM IepexBaTa IJIaTesKHOTOo Mapois;

3. BoiOepu C/10KHBIN TMaposib. [IpecTynHMKaM OyIeT He IPOCTO yrajgaTh CAOXKHbBIN MMaposib.
HapeskHbple maposy - 3TO Iapojiu, KOTOpble COMepKaT He MeHee 8 3HAKOB UM BK/IIOUAIOT B Cebs
CTpPOYHbBIE U TTPOIMCHbIe OYKBBI, IIMPbI M HECKOIBKO CMMBOJIOB, TaKMe KaK 3HaK Jojuiapa, GyHTa,
BOCK/IMIIATebHbBIN 3HAK U T.11. Harpumep, $tROng!;;

4. He BBOJIM CBOM JIMYHbIE JaHHbIE HA CaliTax, KOTOPbIM He JOBepsielllb.
JJIEKTPOHHAasA MmouTa

DJIEKTpPOHHAsI TOYTa - 3TO TEXHOJIOTUS U IIpeJoCTaBjsieMble €K YCIYTU IO Mepechblike U
TTOJTYYEHMIO DJEeKTPOHHBIX COOOINEHMI, KOTOpble pPaCIpedessiioTcsI B KOMIIbIOTEPHONM CeTH.
OOBIYHO 3JIEKTPOHHBIN IIOYTOBBIN SIIIVIK BBITJISIOUT Clenyommum obpaszom:
MMS_TIOJIb30BaTEeNI@MMS_OoMeHa. Takke Kpome Iiepenauu IIPOCTOrO TEeKCTa, WMeeTCs
BO3MOKHOCTb IlepefiaBaTh (aiiibl.

OcHOBHbIE COBETHI 10 6e30I1acHOoi paboTe C 3JIeKTPOHHOI ITOUTO:



1. Hago BbIOpaTh MpaBUJIbHBINA MOUYTOBBIN CepBUC. B MHTepHETe eCTh OrPOMHBIN BBIOOP
6ecIyIaTHBIX IMOUTOBBIX CEPBMCOB, OJIHAKO JIyYIlle JOBEpSITh Te€M, KOTO 3Haelllb M KTO IepBblii B
peNTUHTE;

2. He ykasbiBaii B JIMYHONM mouTe JMYHYIO MHPopmauuio. Hampumep, Jydie BbIOpaTh
"My3bIKaJbHBIN_(haHaT@" mian "pok2013" BmecTo "Temal3";

3. Vcrosib3yiil ABYX3TAIHYI0 aBTOPMU3AaLMIO. ITO KOT4a IIOMMUMO NapoJisi HY>KHO BBOOUTD KO/,
MpuchblIaeMblii mo SMS;

4. Bp16epu C/I03KHBIN MapoJib. JIJIs KasKI0ro MOYTOBOTO SIIMKA T0JIKeH ObITh CBO HaIeKHBIN,
YCTOMNYMBLIN K B3JIOMY I1apOJIb;

5. Eumm ecTh BO3MOXXHOCTh HAIlMCaThb CaMOMY CBOJ JIMYHBIMA BOIIPOC, MCIIONb3Yil 3Ty
BO3MOSKHOCTb;

6. VIciosib3yi HECKOJIBKO MOUYTOBBIX SIIMKOB. [IepBblit 111 4aCTHOM MMepenmcKu ¢ agpecaTaMu,
KOTOPBIM Tbl JOBepSsielllb. DTO 3JIEKTPOHHbLIN aJpec He HaZ0 UCII0JAb30BaTh IIPU perucrpauum Ha
dbopymax u caiitax;

7. He oTkpbiBaii (aiiyibl 1 Apyrue BJIOKEHUS B MMCbMax, Jake eCiM OHU MPUIIIM OT TBOUX
Ipys3eit. JIyuiiie yTOUYHM Y HUX, OTIIPABJISIN Ji OHM Tebe 3Tu daitibl;

8. ITocyie oKOHUYaHMSI PabOTHI HA [TIOYTOBOM CepBMCE Iepe]l 3aKPhITYEM BKJIAIKM C CAaiiTOM He
3a0yab HaXKaTh Ha "BeritTi".

KubepOoy/UIMHT MIu BUPTya/IbHOE U3/1eBaTeIbCTBO

KubepOy/utMHT - TIpeciieloBaHMe COOOIIEeHUSIMU, COAEPKAIIMMM OCKOpPOJIeHMs, arpeccuio,
3aITyTMBaHMe; XyJIUTaHCTBO; COLIMAJbHOE OOMKOTMPOBAHME C MOMOIIbIO Pa3/IMUYHBIX MHTEPHET-
CepBUCOB.

OcHOBHbIe COBETHI IO 60pbOe ¢ KM6epOYIIMHTOM:

1. He 6pocaiicst B 60¥i. JIyuiinii crioco6: MocoBeTOBaTbCS KaK cedst BeCTU U, eC/Ii HeT TOro, K
KOMY MOKHO 00paTUThCS, TO BHaUajle yCIIOKOUThCA. Eciv Thl HAUHeITb 0TBevYaTh OCKOPOIeHUSIMMU
Ha OCKOpPOJIeHMS, TO TOJIBKO ellle 00JIbIlle pa30XKellb KOHMINKT;

2. VIIpaBJIsiii CBO€i KubeppemnyTaiueit;

3. AHOHMMHOCTbD B ceTy MHUMas. CyIleCTBYIOT CIIOCOObBI BBISICHUTbD, KTO CTOUT 38 aHOHMMHBIM
aKKayHTOM,;

4. He cToUT BeCTU XyJIUTAaHCKUIZ 00pa3 BUPTYaJIbHOM XMU3HNU. IHTepHET (PUKCUpYyeT BCe TBOU
IeICTBUS U COXpaHseT UX. YIAJIUTD UX OyJIeT KpaitHe 3aTPYIHUTEbHO;

5. Cob6rogaii CBOI0 BUPTYaIbHYIO YECTh CMOJIOAY;

6. UrHopupyii eguHUYHbIA HeraTuB. OZHOpPa30Bble OCKOPOMTENbHBIE COOOIIEHMS JIYUIIe
UrHopmpoBaTb. OOBIUHO arpeccust IIpeKpallaeTcs Ha HauaabHOM cTagnm;



7. bau arpeccopa. B mporpaMmax 06MeHa MITHOBEHHBIMM COOOIIEHUSIMM, B COLIMATbHBIX CETSIX
€CTb BO3MOYXHOCTH GJIOKMPOBKY OTIIPABKM COOOIIEHNII C OIpeie/IeHHbIX apecoB;

8. Ecsiu ThI cBUIeTENb KMOEpOy/uiMHTra. TBOM MeiCTBYS: BRICTYIIUTD IPOTUB IIpec/ieloBaTeIs,
1I0Ka3aTh €MY, UTO €ro JeiiCTBUS OIleHMBAIOTCSI HEraTUBHO, ITOIeP>KaTh KePTBY, KOTOPO# HY>KHA
TICHXOJIOrMYecKast [IOMOIIb, COOOIIUTDb B3POC/IBIM O (haKTe arpeCCMBHOIO ITOBEIEHMS B CETH.

MoouabHbIN Tej1edoH

CoBpemMmeHHbIe cMapTHOHBI U IUIAHIIETHI COAEPIKAT B cebe BITOJIHE B3POC/Iblii QYHKIMOHAI, U
Terepb OHM MOT'YT KOHKYPMUPOBATh CO CTALIMOHAPHBIMM KOMIbIOTepaMu. OJIHAKO, CPeICTB 3alIUThI
IJIsT TIOHOOHBIX YCTPOJCTB IMOKAa OueHb Masio. TecTupoBaHMe M IIOMCK YSI3BBUMOCTEN B HUX
IIPOMCXOIUT He TaK MHTeHCUBHO, Kak 1711 [TK, To ske camoe KacaeTcsl ¥ MOOMIbHBIX ITPUI0KEHMIA.

CoBpeMeHHble MOOWIbHbIe Opay3epbl yke IpakKTUUYeCKu AOTHAIM HACTOJIbHbIe aHaJIOIH,
OIHAKO pacmupeHue (PyHKIMOHA/MA BjiedeT 3a Co00i OOJBIIYI0 CJIOKHOCTh M MEHBIIYIO
3alUIEeHHOCTbD.

,H,aJIeKO He BCe IIPOU3BOAUTEJIM BBIITYCKAIOT O6HOBH€HI/I$[, 3aKpbIBawmyue KPpUTHUUYECKNEe
YA3BMMOCTHU OJIS1 CBOUX YCTpOI‘/JICTB.

OcHOBHbIE COBETHI [IJIs1 6€30MIaCHOCTY MOOMJIBHOTO TejedoHa:

Hudyero He sB/sieTCSl MO-HAcTosIeMy OecriaTHbIM. Bynb ocToposkeH, Belb Korja Tebe
rpeJiaraloT 6ecrIaTHbI KOHTEHT, B HEM MOTYT ObITb CKPBIThI KaKye-TO IIJIaTHbIe YCIIYTH;

Iymait, mpexxae yem oTrnpaBuTb SMS, ¢poTo minu Buaeo. Thl TOUHO 3HAEllb, Ile OHU OYIOYT B
KOHEYHOM uTore?

Heo6x0/11MM0 OGHOBJISITh OTIEPAIIMOHHYIO CUCTEMY TBOETO CMapTQOHa;
Hcronb3yit aHTMBUPYCHbIE TTPOTPaMMBI [T MOGUITbHBIX TeJle()OHOB;

He 3arpyxkait npwioskeHUs OT HeM3BeCTHOTO MCTOUHMKA, Belb OHM MOTYT COJlep>KaTb
BpeJIOHOCHOE ITporpaMMHOe obecIieueHne;

ITocste TOTO KaxK ThI BBIIEIIb C CaiiTa, I/ie BBOAMII JIMUHYIO MH(DOpMAaINio, 3aiiy B HACTPOITKU
6paysepa u ymanu cookies;

HepI/IO,[[I/I‘IECKI/I HpOBepﬂﬁ, KaKue IiaTHbI€ YCIIYIM aKTUBMPOBAHbI HA TBOEM HOMEDPE;

aBait cBOVi HOMep MOOMILHOTO TejaedoHa TOAbKO JIIOASIM, KOTOPBIX Thl 3HAelllb U KOMY
JloBepsielllb;

Bluetooth momskeH GbITH BBIK/IIOUEH, KOTJa Thl MM He MoJb3yelibcsi. He 3a6biBaii MHOTIA
MIPOBEPSITh 3TO.

Online urps1

COBpeMeHHbIe OHHaﬁH-MprI - O9TO KpaCOuHble, 3aXBaThbIBaloliye pa3BJICUEeHMS],
O6’be,E[I/IHHIOI.L[I/Ie COTHM TbICAY YEJIOBEK II0 BCEMY MMUDPY. I/II‘pOKI/I ncciaenymoT IaHHBIA UM MMUp,



O6IIAIOTCS APYT C APYTOM, BBIIIOJHSIOT 3aJaHMsI, CPAKAKOTCS C MOHCTPAMM U TIOJIyYarOT OIIBIT. 3a
YIOBOJIbCTBYME OHM IIJIATSIT: TIOKYMAIOT IMCK, OTJIAYMBAIOT aOOHEMEHT MM MPUo6peTaroT KaKue-To
OTIIUM.

Bce 3Tu cpencTBa UAYT Ha MOAIepKaHMe U pa3BUTME UTPHI, a TAKKe Ha caMy 0e30ITacHOCTb:
COBEpIIEHCTBYIOTCSI CUCTEMbI aBTOPM3AIMM, BBIITYCKAIOTCS HOBBbIE MaTuM (LIMMPOBbIE 3aIIATKU
IIJIST TIPOTPaMM), 3aKPBIBAIOTCS YSI3BMMOCTY CEPBEPOB.

B MO00HBIX UI'PAX CTOUT OIACAThCSI HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO KPakl TBOETO
1apoJisi, Ha KOTOPOM OCHOBaHA CHCTEMA aBTOPU3alNy OOIbIINHCTBA UTP.

OcCHOBHbIE COBETbI I10 6€30IaCHOCTI TBOETO UTPOBOTO aKKayHTa:

1. Ecsi mpyroii UTpOK BefeT cebs II0X0 MM CO3/IaeT Tebe HeIPUSITHOCTH, 3a6JI0KMpPYIi ero B
CITMICKE UTPOKOB;

2. [loxkanyicss agMUMHUCTPATOPAM UIPHI Ha IIOXOe MOBeAeHMe 3TOTO UTPOKa, XKejlaTelbHO
MIPUIOXKUTD KaKye-TO J0Ka3aTeJbCTBA B BUAE CKPUHOB,;

3. He ykaspIBait IMYHYyI0 MHPOPMAaLMIO B mpodaiiie Urpsi;
4. YBakay gpyrux y4aCTHUKOB I10 UTDE;

5. He ycraHaBnuBait HeobuiMaabHbie MaTYM U MOJIbI;

6. VIcionb3yii CJIO>KHBIE U Pa3Hble Mapoin;

7. Jaxke BO BpeMsi UTPbI He CTOUT OTK/II0UATh aHTUBUPYC. [ToKa Thbl UTpaelllib, TBOI KOMITbIOTED
MOTYT 3apa3uTh.

OUIIMHT UWIn Kpaska JIMIHBIX JaHHbIX

OOBIUHOI Kpaskeil TeHeT ¥ TOKYMEHTOB CEerofHs yyKe HMKOTO He YAMUBMUIIND, HO C Pa3BUTUEM
MHTEPHET-TEXHOJIOTUI  3JIOYMBIIIVIEHHUKM TI€epeEMECTU/IMCh B MHTEPHET, U IPOAOJIKAIOT
3aHMMAaThCS "TI0OMMBIM" 1€JI0OM.

Tak mosiBMJIach HOBasl yrpo3a: MHTEpPHET-MOIIeHHMYeCcTBa MM (UINMHT, TJAaBHAs 1ejb
KOTOPOTO COCTOMUT B TOJAyUYeHMM KOHOUAEHIMATbHBIX HAHHBIX II0Jb30BaTesieii - JIOTUHOB U
napoJieit. Ha anrimiickom sisbike phishing umraercs kak ¢pummar (ot fishing - psi6Has o,
password - mapoJib).

OcHOBHbIe COBETHI 10 60pbOe ¢ PUITMHTOM:

1. Cneny 3a cBOMM aKKayHTOM. Ecjiut ThI MOJj03peBaeliib, UYTO TBOSI aHKeTa Oblia B3JIOMaHa, TO
HeoOX0oIMMO 3a06JI0KMPOBATh €e U COODIINTh aJMUHMUCTPATOpPaM pecypca 006 3TOM KaK MOSKHO
CKOpee;

2. Wcmonb3yii 6e3omnacHble Be6-caiiThl, B TOM 4MCjie, MHTepPHET-Mara3mHoB U TMOMCKOBBIX
CUCTEM;

3. Wcrmonb3yii C/IOXKHBIE M pas3Hble mapoiu. Takum ob6pa3oM, eciau TebGsi B3JIOMAlOT, TO
3JIOYMBIIIJIEHHUKY TOJTyYaT JOCTYIT TOJbKO K OAHOMY TBOEMY ITpOdWIIIO B CETHU, a HE KO BCEM;



4. Ecnmu Tebs B3jOMaiv, TO HEOOXOAMMO IpeayIpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpbIE
Il00aBJ/ieHbl Y TeOSI B IPY3bsIX, O TOM, UTO TeOST B3JIOMa/IM ¥, BO3MOYKHO, OT TBOEro MMeHU OyneT
pacchuIaThCS CIIAM UM CChUTKM Ha (DUINMHIOBbIE CAThI;

5. YcraHoBu HamexxHbIi aposb (PIN) Ha MoOGMIIbHBIN TenedoH;
6. OTKITIIOUM COXpaHeHMe Iaposis B Opaysepe;

7. He oTkpbiBait Gdaitibl 1 Apyrue BIOXKEHUS B MUMCbMax, Jayke eCau OHU MPUIUIM OT TBOUX
npys3eii. JIydiiie yTOUHM y HUX, OTIIPABJISIIN JIX OHU Tebe 3Ty (aiiibl.

Indposast penmryTanms

LindpoBas pemyTamusi - 3TO HeraTMBHAsI MM IMO3UTHBHAsT MHDoOpMaLMs B ceTu O Tebe.
KomnpomeTtupyioiias MHbopMalnsi, pasMellleHHass B MHTepHeTe, MOKeT Cepbe3HbIM 0Opa3zom
OTpa3suUTbCS Ha TBOel peanbHON Xu3HU. "LludpoBas pemyranusi” - 3TO TBO UMUK, KOTOPbIN
dbopmupyeTcs u3 uadopmaium o Tebe B MHTEPHETE.

TBOe mecTO JKUTEJIbCTBA, Y‘IE6BI, TBOE d)MHaHCOBOG I10JIOKEeH! e, 0COOEHHOCTH XapaKTepa "
pacCCKa3bI O O/IM3KMX - BCe 3TO HAKAIVIMBAETCS B CETH.

MHoOrue TOAPOCTKY JIETKOMBICJIEHHO OTHOCSITCSI K MYOJMKaIuy JMYHOM MHpOpManuu B
VHTepHeTe, He TOHMMAsI BO3MOXKHBIX ITOC/IeACTBUIA. Thl Jaske He CMOXKEIIb TOTafaThCsS O TOM, YTO
doTtorpadus, pasmeliieHHas1 5 jeT Ha3aj, cTaja IPMUUMHONM OTKa3a IMIPUHSAThH Tebs Ha paboTy.

KommeHTapuu, pasmeliieHne TBoux ¢ororpaduii u apyrue neicTBUS MOTYT He MCUE3HYTh
Jlake TIOCJIe TOro, KaK Thl UX yAAIuUIIb. Thl He 3Haelllb, KTO COXPaHWI 3Ty MHGOpMaLUIo, Iomajia Jin
OHa B IMOMCKOBBIE CUCTEMbI 1 COXPAHMUJIACH JIX OHA, a TJIABHOE: UTO IMOyMaloT O Tebe OKpysKalue
JIIOJIM, KOTOpble HAMIYT U YBUIST 3TO. HaiiTy MHpOpMAaIMi0 MHOTO JIET CITYCTSI CMOXeT Jt000it -
KaK 13 1006pbIX TOOYKAEHMI, TaK 1 C HaMepeHueM IMPUYMHUTD Bpel,. DTO MOXEeT ObITb KTO YTOJHO.

OcHOBHbIE COBETHI 10 3aIMTe IIUMPOBOI peIryTaum:

1. Tomymait, mpekae 4yeM 4YTO-TO ITyOJAMKOBATb M IlepenaBaTh y cebs B 6Giore uiauM B
COLIMAJIbHOM CeTH;

2. B HacTpoiikax mpoduas yCcTaHOBM OTrpaHMYEHMS Ha IPOCMOTP TBOEro Mpodwmisi U ero
COZIEP>KUMOTO, ClieJiail ero TOJMbKO "IJis Apysein”;

3. He pa3Mmeaii 1 He yKa3bIBaii MH(POpPMAINIO, KOTOpPast MOXKET KOTo-JI1M00 OCKOPOJISITh UK
00MKaTh.

ABTOpCKOe 1paBo

CoBpeMeHHbIe IIKOJbHUKM - aKTMBHbIE IT0b30BaTenM MMUGpPOBOro mpoctpaHcTa. OgHaKO
JlaJieKo He BCe 3HAIOT, YTO I0Jb30BaHMe MHOTMMM BO3MOKHOCTSIMM LIM(PPOBOro Mupa TpebdyeT
COOJTIOIeHNS TTPaB Ha MHTEJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "MHTe/JIEKTyajJbHass COOCTBEHHOCTb" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
YyeJI0BeUeCcKOro yma, HauuHasi C HOBbIX M300peTeHMit 1 3HaKOB, 0003HAYAIONIMX COOCTBEHHOCTh Ha



MIPOAYKTHI M YCAYTH, ¥ 3aKaHUMBast KHUramu, pororpadpmsimMu, KWHOPUIbMaMM 1 MYy3bIKaJTbHBIMMU
MpOu3BeNeHUSIMUA.

ABTOpCKMe TpaBa - 3TO IpaBa Ha MHTE/IEKTYyaJbHYI0 COOCTBEHHOCTh Ha IMPOU3BEIEHMS
HayKH, JIUTepaTypbl M UCKYCCTBA. ABTOPCKME MpaBa BbICTYNAIOT B KaueCTBe rapaHTUM TOTO, UTO
MHTEeJUIEKTYaJIbHBI/TBOpPUECKMI TPy aBTOpa He OymeT HAIlpacHbIM, JacT €My CIIpaBe[JiiBbie
BO3MOXKHOCTM 3apaboTaTh Ha pe3yjabTaTaxX CBOEro TPyHa, MOJYUUTb M3BECTHOCTb U IIpU3HAHME.
HukTo 6e3 paspelieHust aBTOpa He MOXKET BOCITPOU3BOAUTD €ro Mpou3BeeHye, PacIipOCTPAHSTh,
My6IMYHO AEMOHCTPUPOBATh, IPOAABaTh, MMIIOPTMPOBATh, ITyCKaTh B IIPOKAT, ITyGIMYHO
MICITOJTHSITh, [TOKA3bIBaTh/UCIIOMHSTD B 3(pupe mau pasmeniath B IHTepHeTe.

Vcrionb3oBaHMue "MMUPATCKOro" MPOrpaMMHOIO ObecreueHus] MOKeT MPUBECTM K MHOTUM
pUckam: OT TMOTepM AAHHbIX K TBOMM aKKayHTaM [0 OJIOKMPOBKM TBOEro YCTpOJCTBa, TIle
yCTaHOBJIeHA HeJjlerajabHas nmporpamma. He cTouT Takke 3a06bIBaTh, UTO CYIIECTBYIOT JieTaJibHbIe U
6ecIriyIaTHbIE ITPOTPAMMbI, KOTOPbIE MOKHO HAMTU B CETH.

O noprane

CeTeBMUOK.pd - TBO IJIaBHbIV COBETUMK B CETU. 371eCh Thl MOKEIb Y3HATh O 6€30MaCHOCTH
B CeTU TIOHSITHBIM M [OOCTYIHBIM $3bIKOM, a IIPUM BO3HUKHOBEHUM KPUTUUYECKON CUTyaluUu
00paTUTBCSI 32 COBETOM. A TakKe MPUHSTh yyacTue B KOHKypCaxX M CTaTb CaMbIM LIM(PPOBbIM
rpakgaHnHOM!



